Firewall configuration

Course code: S2

Jednad se o zékladni kurz konfigurace Cisco ASA firewalll. Tento pétidenni kurz pripravi sitové bezpeénostni inzenyry pro
z&kladni dovednosti a znalosti potfebné pro konfiguraci Cisco ASA firewalld. Administrator firewallu se nauéi spravovat
a konfigurovat samotny firewall od zékladnich funkcionalit po zprovoznéni VPN funkcionalit. Soucasti kurzu jsou
prakticka cvi¢eni na jednotlivé oblasti. Kurz se zaméruje pouze na funkcionality Cisco stavovych firewalll a neobsahuje
konfigurace a spravu Cisco Next Generation firewall (Firepower Threat Defence).

Required skills
- Network and TCP / IP knowledge, IPv4 addressing. Knowledge of PC, Internet, MS

Teaching materials
- For the on-site training, participants will receive a printed version of the study materials.
- Forthe online training, participants will receive access to an electronic version of the study materials.

Course outline
- Getting to know the Cisco ASA firewall
- Introducing Cisco Firewalls
- Basic configuration of Cisco ASA firewall
- Configure security policies (ACL - firewall rules)
- Configure translation rules (NAT)
- Introduction to cryptographic concepts and VPN technologies
- Configure site-to-site VPN on ASA
- Configure Remote Access VPN on Cisco ASA
- High availability configuration
- Getting to know a transparent and multi-context firewall
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